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4.1.1 BHEEFAZERR
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4.1.2 ZEhHERIT

< 19854EXHEP# (DoD) ERMiAF (DoDH{E
HEVLRG ALY (FERTCSECEDO0DS5)
< ANFE B R &L ETCSECHE & _E B vRAk v |
B BRI IS BEAR Z &P E#EN] (ITSEC)
B NE KBRS T EIL= mPEAE#EN (CTCPEC)
B EEREREARZEBRA R (FC)
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Al
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Bl
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D UFRTF (Verified Design)
224&3R (Security Domains)
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TCSEC/TDIZ & & AXl5 (88)

< C1%%
B IEENIR K H EZERT

W 5B SETL H P IR KI5, AT B EFEEEER] (
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B Z 4 mE R R IR
m R AR HENFRRY, KBCIRMDACH —S 4k, UA
ANB M AR, FHLms R IER S
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TCSEC/TDIZ & & AXl5 (88)

2 B1Zk
B ZeR. “®4e” (Security) B “HI{ER”
(Trusted) F=f.
B X RGRIBEE I CARRIE, X bR B 32 44 F0 2544 SE it 5
HIEEIES] (MAC) | HHiHE&24HH
W B 1% HL A5 F

o BERG
> HE I NFKHP-UX BLS release 9.09+

o HIEFE
»OracleAT] K Trusted Oracle 7

>Sybase/AH]KJSecure SQL Server version 11.0.6
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EAL) , MEAL1ZEALTH.GANER

An Introduction to Database System



< CCPHERIEZR (EAL) X4

PRt PRIE SR 5E X TCSECZZZ 7
GERUE =)

EAL1 IhReMliR (functionally tested)

EAL2 LMK (structurally tested) C1

EAL3 R HRARE (methodically tested and C2
checked)

EAL4 RGigit. MEAMEE (methodically designed, B1
tested, and reviewed)

EALS5 A A4 Bt AR (semiformally designed and B2
tested)

EAL6 P AL IAE B AR (semiformally verified B3
design and tested)

EAL7 T RACIEAE ) P FARR (formally verified Al

design and tested)
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4.2.1 P Sm%E5

“ F 7 B 5
(Identification & Authentication)
B ZRGREHRINERER
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o N4 RIS, FIRER BT FAE B4 % 0
SEFBIEESTHEHRYS, WXRHA—K—FKHE
3. EYRFIE L A
o HIT AEVFRHMESATINERITIR, EVREMFE L. LR

2EHE

4. 3B L 5
o B FR—FATEHIKMEF, NEEBHEEKGH, £
AN T

An Introduction to Database System



4.2 B P R TR

4.2.1 P REE5
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B EFREER A (82)

o RATHEE RGP HFEEIEHINT &
IRFH | WR BIERH
X | CREATE SCHEMA
B¥EE | 24% | CREATE TABLE, ALTER TABLE
)
Rty ME | CREATE VIEW
%8| | CREATE INDEX
A% | SELECT, INSERT, UPDATE, DELETE,
FXE | REFERENCES,
BE ALL PRIVILEGES
JB1:%]| | SELECT, INSERT, UPDATE, REFERENCES,
ALL PRIVILEGES

REABHEERGH KFBBUR
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4.2.1 PR 5 &5
4.2.2 FREUEH

4.2.3 H X FFBER] 5%
4.2.4 M XT5MEL
425 BEEME
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4.2.4 T : FZTF5EI

1.GRANT
< GRANTIEA] ) — A& = :
GRANT <tFR>[,<#FR>]...
ON <X RRKH> <XFRAE>[ <K RRE> < RHB>]...
TO <HP>[,<HF>]...
[WITH GRANT OPTION];
BN REXTIRE BRI REVTE € BIENRRX T8 € - H P
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B % HGRANT:

o BiEEEH M
o BB EX R EEE (BIEEOwner)
o HIE ZBURHKI A P

WS AUR A P

o — P EEAAMAH I
e PUBLIC (Bi&f&RHF)
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WITH GRANT OPTION-FH]

“WITH GRANT OPTION-FA]:
BigE: AJLEET
B ETRE: AeleiE

> A RIEHH BT

Ul ———= 12 > U3 > U4

| :
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[#14.1] IEEHStudentRAFRIFLH U1

GRANT SELECT
ON TABLE Student
TO U1;
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Bl (52)

[%14.2] FEXFStudentE M CourseR K& RZ T
] U2f1U3

GRANT ALL PRIVILIGES
ON TABLE Student,Course
TO U2,U3:
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[#14.3] X FESCHIE W RZ F FrE

GRANT SELECT
ON TABLE SC
TO PUBLIC,;
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[514. 4])35%@ StudentR MBI FLEFTHINRE
U4

GRANT UPDATE(Sno), SELECT
ON TABLE Student
TO U4;

4

L)

o X TR PR 5 BRI A 20 B R 9 H AR LR 151 44

L)
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[1?']4 5] X

H- 0 VA

FSCHIINSERTH R FUSH

PR R % T 5

GRANT INSERT
ON TABLE SC

TO U5

WITH GRANT OPTION,;
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AR BUPR

PATHI4.5)5, USAMUIAE T XERSCHIINSERTAUR,
KB V] DAAE R A PR «
[$14.6] GRANT INSERT
ON TABLE SC
TO U6
WITH GRANT OPTION;
e, UGKEH] LKA PR % T U7:
[$14.7] GRANT INSERT
ON TABLE SC
TO U7;

{HU7 A REFHME TR AR -

.
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FEFEBUR (22)

PAT T B4 1~B4. 775 ) Ja A -URFEEE B B R P BURR 8 R

B2 | B2 | BIEENRE | RTFRERERE | 8 BTREN
DBA Ul X Z&Student | SELECT NEE
DBA u2 X Z&Student | ALL 2Nz
DBA U2 *%&Course ALL N:A
DBA U3 XZ&Student |ALL NEe
DBA U3 *xZ&Course ALL N
DBA PUBLIC R ERSC SELECT ABe
DBA U4 X Z&Student | SELECT NRE
DBA U4 B 5] UPDATE N
Student.Sno

DBA U5 *KZRSC INSERT fE
U5 U6 K ZRSC INSERT fE
U6 u7 RKERSC INSERT Nz
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TR TS5 B (52

2 REVOKE

3% F BRI FR BT DL B 808 B B 3 R Bl H A 4 A
REVOKEiEA] ik [E

<% REVOKEEH] i — A& N
REVOKE <R >[, <t fE>]...

ON <X} HRA> < RG>, < FRBS<KT R 2Z>]...
FROM < F*>[,<F J7>]...[CASCADE | RESTRICT];
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[%1]4.8] FEAH P UAB A= S KRR ILE

REVOKE UPDATE(Sno)
ON TABLE Student
FROM U4
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[#14.9] Wk Bl B P X 3R SCRIE WA R

REVOKE SELECT
ON TABLE SC
FROM PUBLIC,;
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[414.10] 3 P USSTSCERIKINSERTAUR I B

REVOKE INSERT

ON TABLE SC
FROM U5 CASCADE ;

B R P USRI INS ERTA PR W [B] By B i B 2% 43
CASCADE, HREZLPITI%ZIER]

B R UGELU7E N AR P AL IR XT SCRAJIINSERTAL

fR, W13 EE AR, R4 Rk EiEE M US
RE3R15 HIALRR
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AT B4.8~4. 1038 A) Ja LA - EEE B I R PR & 3R

B | BEENAPE [ BEENRLE | AFRIRERE | BERER
DBA Ul %< &Student SELECT 2Nz
DBA u2 X & Student ALL NEE
DBA U2 H*Z&Course ALL NS
DBA U3 X ZStudent ALL ANBE
DBA U3 *Z&Course ALL N5
DBA U4 X & Student SELECT ANBE
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/NG SQL R IR B

< PEEEHR:

B AH AN R TE R

B RIESLBRFILA R R AR % 7 A [F B P
» FHFP-

B i H OB R BEFE R ERENR

m T MEFGRANT, $EARZFHAME
< PRI H P

B IR EE ARSI KR, A RLEERB IR B
FHEARH

< ﬁﬁjﬁﬁ%&%%ﬂﬁﬁﬂ%ﬁl%‘fﬁﬁ REVOKEiEA]
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TR TS5 B (52

N

3. B FEE A AU PR

< BHEEEH RAEAIEH P B SEIE

<+ CREATE USERIEA]#%
CREATE USER <username>
[WITH][DBA|RESOURCE|CONNECT];

CREATE USERARSQLIRH, FNRERLIAHEE T
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A TS5 EW (52

< CREATE USERiIEAJ#¥& i BH
B 1B RGREBREHP A BN — N HEER P

B RENBIEER A =MMAFR: CONNECT,
RESOURCERFIDBA

BN A R EABRFH PR, BNz HE
CONNECTHR. #55 CONNECTAUR K FH P A ge i
FTHF, AeetlEiE, WAREIEELAR, RgEx
B P

\I
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TR TS5 B (52

» z, }&

< CREATE USERIEAJ#AULEH (482)
B #5 RESOURCEM R K FH P Re B g B AR FI41 &

EHARAIEMRI, ARERIEH

NFTRIEN RAEE.
I

B A DBABRKIH P R AZFHIERZM -, LA
MR fEEA. QIEEARRMILEE; DBAH

AR B B R EURUR, ] DS IS R
anigey: 45V

\
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TR TS5 B (52

A RIBR A] AT I EE
CREATE |CREATE |CREATE |ZB3HiEE ,
USER SCHEMA |TABLE |#4T¥iEE A

I
DBA A A A LA HJ LA A A
RESOURCE | AR[LL | AHTEA AL [ AETEL

CONNECT |A®EL | AFEA ANE] A AL, {EAZHH
A R FR

BURR 5 AT AT I BRAEXS IR
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4.2 B P R TR

4.2.1 AP tRRE %5
4.2.2 FFEUE ]

4.2.3 H EFHRERI TG %
4.2.4 ZF: HTEREI
4.2.5 H¥E FE A
4.2.6 5m A B R A
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425 BIEEAE

‘0

*BIBEA
B PR

B A ERNRNES

B B A4 N —H 58I EBRE A SRR

—

m o] DUy —HBEHFEBFR I P A%

D22

— AT
m RS IR
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BaEAE (482

1./ B8
CREATE ROLE <#fa4z>

2.4 F IR
GRANT <BUFR>[,<HUFR>]...
ON <Xt SRA >Nt 5 44
TO </ ta>[ <A t>]...

An Introduction to Database System



BaEAE (482

3 —NAEETHMB A
GRANT <fAf1>[ <ff2>]...
TO <A®E3>[<HF1>]...
[WITH ADMIN OPTION]

B ZEAEABRTERD, & TA—1AR

B FTERAGHERERMAEEZNAE LKADMIN
OPTION

B 552 TWITH ADMIN OPTIONNIZR/S S FhAL BR i) £/ .58 FH
P A] LB X PR PR 1% - oAt A 2

—NABRBR: BRI TENAERNEHBR I E b
T XA A B 2R AR
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BHEEAT (8

4. A R FW B
REVOKE <#fR>[,<#fR>]...

ON <Xt HAKA> <t H4Z>
FROM <ffa>[ <ff>]...

m A CAE A R BURR,  ANTTTB B e 378 HIBURR

B REVOKEFATHE £
o LA E

o B EXA (&) A& FEKADMIN OPTION
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BsEmAE (2

[#14.11] 183 A EREIVE — AR F— NP
BB
(1) HRUIE— I HAE R1

CREATE ROLE RI;

(2) RGEFHGRANTIER], [FAEBRLIIEHE StudentEH
SELECT. UPDATE. INSERTHLR

GRANT SELECT, UPDATE, INSERT
ON TABLE Student
TO R1;
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BsEmAE (2

(3) BEMABRTEF, KH, BB, FMIIEEA
BRIFTHE S AR
GRANT R1
TO EF 5K 3%
(4) W PA— AT RS B F X 3L BR
REVOKE R1

—

FROM E-F;
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[%14.12] AERIBERBS
GRANT DELETE

ON TABLE Student
TO R1;

fE A EBRLTE R R ZEAE BN Y StudentRFJDELETE R
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BsEmAE (2

[#14.13]
REVOKE SELECT

ON TABLE Student
FROM R1;

HR1IE/> T SELECTALFR
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4.2 B P R TR

4.2.1 APRIRS &5
4.2.2 FRELFEH

4.2.3 H EFBEERITTE
4.2.4 B 5 B
4.2.5 BIEEA

4.2.6 5EFI IR ]
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] =7 B Rl R

A REREE SR “ LRI EE”

o R XL I X H3RE AR BB R SR

BT RN, MBEAS L ZeMiRid

“RR: X RGIEHT KETE R34 SS iR 77
B3 | SR %
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4.2.6 SEfl AR DT A

< SR R EEEH] (MAC)
B {RiE ¥ SRR K et
B A P A B R A TR ]
WG T X EEE S #%m e % R 2RI
o EHI]
o BUNRIT]
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ek il AF B Al T 9 (32)

< fEsERFEEERF, BHEEEERAEENE
BB SEARAE 73 N E AR AR AR
< EAR R B BN LA
m JIEEEERGHERNLRAHF
m AR R&#HE

CEERRATHIBBILE, ZEAZEHN
m 0 BEAR. RE. R
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ek il AF B Al T 9 (32)

< BURERRIC (Label)
B X FEEMEE, DBMSHEMIEANEE (E) BIR—
BURE L (Label)
B BUREIRE 0 RE TR
o 4% (Top Secret, TS)
ot (Secret, S)
e n]{§ (Confidential, C)
e ~JF (Public, P)
@ 15>=5>=C>=P
o FAERBURERMCHR AT EES S (Clearance Level)
o ZARKBUREIMCHRAE S (Classification Level)
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ek il AF B Al T 9 (32)

% B I A ECEES o) R 0

(1) NHEEBRVFAER A AT ESF T B R RIE R,
B R RE LU R 24

(2) NHEEBVFAER A /DT ESF T F AR E R,
2R BE S M N A
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ek il AF B Al T 9 (32)

< SEHIFEEES] (MAC) RXEEEAGHATHE AL, T
WHEWFMES], RS ER—NIAT SRS, RF

a8 Zbr e B RBP4 7T LR HIE

< ST 5 il AR BRI il i 22 1 SR SE B B AR BRI
B R BEZaEtEgnREN 2R ERSBIREAN K

B A R

< B EFEEER] 5 ) A B S I R R E R B RS

ZEHLH
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DAC + MACZEHE

ﬂl%&ﬁT&%Xﬁﬁ
DAC fx &

REME

MAC & &

|

EE S E

< SEHHTHEFREERIRE, @il H EFRERRERBEEN R
FHARGHTEHEHFREER AT, RAELmEGFDEEGRE
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[B]4.14] BSLTHENLRZERAE, T ZAERKSELECT
BURZ T EF, EiZME LKA R RR#T5k 8

Se L EYLRFAEKMECS Student
CREATE VIEW CS_Student

AS
SELECT *

FROM Student
WHERE Sdept='CS’;
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ERL B bt —25 e SO BURLFR
GRANT SELECT

ON CS_ Student
TO 1,

GRANT ALL PRIVILIGES
ON CS_Student

TO 5KHA;
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[$14.15] SHEHSCRE M BB SCRETE HIBRE-AT & 7
AUDIT ALTER,UPDATE
ON SC;

[%14.16] B SCRAI— P it
NOAUDIT ALTER,UPDATE
ON SC;
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